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No. 3665] NEW DELHI, TUESDAY, AUGUST 29, 2023/BHADRA 7, 1945
I HATAT
(SEKIE))

72 faeett, 25 sFred, 2023

T3, 3826(37).—T=AT NTaTiireht Tfarfa=w, 2000 (2000 FT 21) #F¥ g1 70 FF IT-eT=T (1) T
Ta ATTRAT T TART Fd g0, TAEIRT, g T3l [HAteriad Yo STl & ST ¥ &l Tgeaqul gaT
AAELAAT B & FU THE HETAd gL TETEAT 3T THF G Sqadl & Hge? qaredl o 39
Srferfaae o STATSIATS Hfer TorTet Sfd et g, STAv:-

> SO HET XA & Feidd IraEa [HEaEer (@) ok aftww W@ @ wew W@ i T
e Tt (STTHTE)!
> IR e T it WTST 2gHT TRER TUITet (SUus) - Fa+|

2. AT ST Afa==® 2000 (2000 FT 21) T &7 70 HT IT-GTT (2) F ATHL, Hx T
aefera yorrfert & srfemr & forg frferfera w=t #v stfdrga Fdt g, sraia-

(F) AT I FIRT ATTFT TEATHT FHAT

(@) wfaeTas Yataa 4T T&Tar A7 qag-ae7 f@war & st W qeer [ieg I 3 g
ATALTHAT AT AR G aAfarpa o s §; e

5524 G1/2023 )
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() AT T FIRT ATHA-ZL-HTH & AT I AT TOHLIETAT, A ATHeE, TEHTl STreehmd,
AGTILEF AT FTemTh

3. T ATEAAT TLAHTLT TSTIS § I TR il I F T g

[T 5. 2019/3MTHH1/7/7 ;s uauat-diznsars /ug us 4]
T aredd, FEITAS a9 /AT oai<e (e 1d a=m)

MINISTRY OF RAILWAYS
(Railway Board)
NOTIFICATION

New Delhi, the 25th August, 2023

S.0. 3826(E).—In exercise of the powers conferred by sub-section (1) of section 70 of the Information
Technology Act, 2000 (21 of 2000), the Central Government hereby declares the computer resources relating
to the following railway systems, being Critical Information Infrastructure of Indian Railways and the computer
resources of its associated dependencies to be Protected Systems for the purposes of the said Act, namely: -

» Centralised Traffic Control (CTC) of North Central Railway and Train Management System (TMS) of
Western Railway & Central Railway.

» Train Collision Avoidance System (TCAS) - KAVACH of South Central Railway.

2. Sub-section (2) of section 70 of the Information Technology Act 2000 (21 of 2000), the Central Government
authorizes the following personnel to access the Protected Systems, namely: -

(@) any designated employee authorised by Indian Railways.

(b) any authorised team members of contractual managed service provider or third-party vendor who have
been authorised by the Indian Railways for need based access; and

(c) any consultant, regulator, government official, auditor and stakeholder authorised by Indian Railways
on case to case basis.

3. This notification shall come into force on the date of its publication in the Official Gazette.
[F. No. 2019/RBCC/7/7/1ISSC-CII/S&T]
SUDEEP SHRIVASTAVA, Executive Director/GS(S&T)
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