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qT.H1. 1. 660(37).—Fr= T TLHT, AT ArAent sTrer=ra#, 2000 (2000 FT 21) F &M=T 87 FIT
TE IRAT T AR Fi3d gu Aeforfaa Fae sardt 8, svaidq -
1. SR T 3} TW.—
(1) == et =1 wferea Ay iy geareaw (sifaw ) ffam, 2015 2
(2) T I TISTTT | THTI T A | T gl |
qRETITE-(1) =7 Fawi & ST a o 9287 | o7=r4w sruferq 7 g1, —
(F) "srfarfaa" & geaT srenfE 79, 2000 (2000 *7 21) wFfEa § ;

(@) “Frfasaresiem”, Gl vauHTe sthier gEaraw % "ey Rt saseraeh srfeera #ir e
U  STfErF T9F STATIEA BT Thd & I AT, TTHTT AT Aol T&T § FULardd Hied il
wtoRaT stferra 8 fomd s sfvrerg i geqet § foearsti 1 €ra et i an) w0,
eI TFIUHTS ST gEareas Goid oY qeATI ThATel o UF 9N o &9 H  HIARHIT
[ERIRS LRI

3643 GI/2015 (1)
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(1) “af gEaTee” T gEaTedl f gEdr § qdadi e U TAdEIhT AT 9T gEqreY h
qATIT & q99Tq 997 FhU 0 &Y F "= &7 § qaadl ged el I% T9ATqad] geare?
st €

() “oag TEATAT” T gEATET Ad € ot e gEare R 97 ) e afier 1
IEEERERIRIE IR

(F) <=maee Aty vetide” & et vaauaue T gEare F 299 § q Tl a%q f (o7 ITANT
3T T ST TS AT YT saede, I TFuHT s, Feme g, w1 8
srfea &

(&) “sTasifEea wefiHe" & TTaiee 1 god A5 &;

(B) "=imia fwm” sieraTar T ST & steraTar AT Yuret IS 8 S AT TeraeiT geara]
THTOTS ST R0 1T &

() ™ =rwia A gearae & et S M gy g =a| $F g=T 3 a7 3% & 3Tl &
OO | ST gEarery, gadart At ar afFwear % greaw & G reafAd afem
TS T3 g

(37) “afafted Zeare” geareaT i Arfwe getagrat sfvera 1 Rt s et sfvera
# qfvaraT stfea ;

(1) “EEaTeA w7 Ufeaten” ¥ Rl gEareaT F7 Tfiated Afeyd g ST geares acd & Jia¥ et
ST sfafee B =,

(2) “smifew TAEerEE afvee”, ¥ fRT vFuaue sEfer gearay R F ded § gearata
AT T FAAGATESS AT FATAT TT ATHIT &;

(%) “Fr=dr Ta” T w2 acF Afar g S FRT i AT T gErew e F 91 O T § g0
ERICIEH

() "<ratafd geareae™ & FS geareaT acq At g O gt § srrfesa afEdet & aar
TR | q9F 1 % o1 AT Il I G KATa e o ol A9 & TRT I 13T 137
G

(3) @ Ta”, ¥ et THIUHTS SR e o Hae H U HaW dcdl F THERORIT HIS e I
TR A o o ST gy afvanfoa g g afna g

(1) “arEq A" H TFHAUAUS ST ZEATAL FT IS dhieqsh ded ATWIT 2 T ITART ZEarerdl &
Tfated & foIT agt T SITaT § STal geaTedy sl ST Tel STeT a&q il UFHUAud H AT 5T
STTUATT,

() "siefroedt Rediew™ & F1E siiFaTe JaT Ty & S st gearse ywror o i giaegr
TR T IUe el &

(1) "SHIFATST THIT T TTEEATT A" F ATATST THT T TAHg 07 ST Terhie esd &
ST OO TR Al FRET TgaT M0 01T gearere THIT 957 il STdagel STeefd &7
FTLTIOT el | FAH IATAT 2

() “FHETIT TEATAN” T HT TAFTAAT AT F FUT U A7 AfereF Tad= gearers qfea g
S geareadd 1 77 Heea ol 7 ¢;
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(&) foreft vamuRUe s gEareAT % "eW § Hew q”, ¥ wIE qd Atwa § S STeT IRTAT A,
TTESTee | Td TIIIFT H a6 ([T A0 %0l aehieqsdh Al (TFIURTT 1T, TS
fafer siiy [Mfete fohT 70 27T T_TIt T STEsite God &1 ag+ F¥dT g;
(7) et vemuHTe o geqea & "9y § “gearefa geer, ¥ i 9o ot ¢ e G
TFAUHUA ZEATENT T oI e F (1T GEATATd o ST o oI =T 7 FlE &2 siafate g,
STeT TaH et 2=Ter Tard F forw Aaer siafate g e Fraharesied st gearey Uiy
orTfae €
(7) “BEATAT” § AT TEATAT AT TAHTHUSA 3ehi T gedTed? ATHIT g5
(F) “SEaTeAT qoI© F AT Tod ATHAT § ST SihiT geATea &l AT 9o &,
(&) “gearax f@fy " T w1 a7 afm g S et go F o svan frr e uenteen
srqfaTe g oY TR gEqTeA % goid | qareid THT Heahlil FAT hl TgaTd HdT &
() “gEaTeAT ATHAA” F FIE qed AT g ST geared? o AT § srfafiara g=ar s a9 7 €60 a1
TS ST AT ST ST g7 TIRATIT &, T T e 7 ST FedT &
(H) "a9F TU" H FTT ST AT g ST AT FATS 6 Tl ard ST q9T H ITR(AT FAT &
TAT 37 T IT I ol TgATH HLaT g SEH 07T €T T AT JT IT0q 63T g 37T T07T &&F
ST ol T F2dTl &
() "owF T " & TRET I €T AT YSTAT 6 ST gEATAT H STAN Hh Giord fie &7 F
qefera qfte AfsSd § o T8 dava ag aq |1 g ST it 1 Foid AT 73T o7 ;
(7TF) "HET T AT TR 99T T giord F o forw w8 Freams [ afiea g
(TF) “TFAUHATA" F TFHCHTA HTHRAT VSl ATHIT g ST Ueh SHIATIE H AT o q7T FAAT
qcAl sl TgAT e o (o70 qTh TATer ITeree Fral §, TTET AAHLAAT T JUH HLdl g AL U
Taa OfF # =1er #7 derew ot Fdt g, Taeht Aeafated e g, —
(i) TFEHUHUS & AT AT AT TEAHLT TAF, €
(i) et fafree d@=9 & wwgUaUA =TT H FFETEAT F AU AT A CFHUATS EHH AT
FEATAS fohed T TIRSTHT &7 ST e R SIaT 2
(i) THFEUHUS ThiT AT IEATEST hEd AT THCATIT F A TEd TFUHATA Qe °J IO
TFaT STaT 2 8T zEer ST qfte & o et o 1o vemuRue aEares wr Atem
AT o forw fohaT ST Jhat 8
(IM) “THFEUHUA ST FEATAT qcd” & Fls qcd ATTIT g SIEal THUHUS T8 § THTET Tl Hl TFT
FRIT ZEATAT TATAT F TIROMTH Fl FAL FIA & [0 HWF TFHUATS ThA Fl TRATOT FdT g, T
freferfeT & o e, —
() THFAUTHUSA AT ZEATAT Td Uk q9h &1l & =7 H =W g a7 39 STer a9 &l
TRTa e R O T8 gearedd Feal g ;
(ii) TFAUHTS SHT FETAT TA AT FEATANT FAAT, ZEANT Tod, HLA AT, T BT 1T
TEF I The B AT FF H 22T ATI08 qed ATHALAT Zi;
(T97) “THFHUATS SFRT T TFUHUA SAFZIHT AT T Ty Zerers i 2;
(TT) “TFATHUS TEdqTasl” TFAUHTS Toh 3T AT TLAAT o QT IEATAST SAT99q g (SEet START S1er a
& g o forg =Srourrst it Se=ET, qeat, feoaforrt, feraar et i st F yeewr s At
o e a9 ATl Al ST & forT BT SiTar g ST 9o AT IEaTet Jiaite F A gar g ;
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(TF) “TFATHATS ThIA" | qd TATTOT AT STTRTHAT FIT TLATHT il 92 3T Saaadrets® did § 3Hhg
TR0 T 3R srferereAr s 8, S Referted & @ 3 & ,—
() ToreT faferse s % fore seaame R S AT Stet uE w6 6 w7 § R uamuaue
TEATAST I TAELAAT KT AU Fd g 3T e ATHl Al [FAfATCAT T TG4 Fd & S T2
ST Fedl ¢ o et TauHTe seqras § o acat &0 i o SareEt ® erara R
STURTT; 3%
(i) 3¢ Fwaria Framefiear s erer e, fBma e e Fam qom st & oo
feree ge
(TW) “TFAUHUS FAAL" & Tl qcd AT g Thell STl T Dl SHD[ TTEoMee Fd 8§ Td THERLT IqTAT
T AT TRCTR FHAATT TR H [@AAT<ce FAT & Tl SIALT H e l[TheATSor9|, Feheor I
FeHAU A ged faeqa Tered offic 9o ®Uiaeer, THaTy el T UAuaue e
farfemTesr enfier g
() “TFATHTS THEH" F TATE (N AT (garears) Mo sifina g set Afafte & afta 3=t
T STANT TFAUHUS IEATAS H dcd [ohed 3T AT 919 o &9 | Fhar Srar g i 9t &
TR = fodT At vemuauer arsaehrett 1 off START T ST g |

(2) & ors2 3T 9T ST THH WAFA 8, TATNT wat & g srferfaae § afvariua € &1 Fmen a8t o grm
STT SeRT I AT a7 | ¢ |

3. i FEATHR & ATEAH & GIAT % Frersrrore it Gfa T st g, —

(F) T G T TATIT Feha0 T AT SITUAT ST T Sersreriaant SATHed &l TFe T & gaie
TET § AT Fd F G180 g5

(@) ToReT o Folt Feheor &1 AT FHar oad BrETr a1 e g T &7 § gataa ioar
STANT FTd gU el STATEH T ITANT AT STaT & ; UF Foit (B I12ae Foil Fgr Sar ) H STANT
R ZEATAT o GOl o (T 3T T Fooil 7 I9AT (B afeetsh gl Fgr SATaT 8) SFhia gearer<i &
AT % forg o Smar 2

(1) TorEft ST EEaTeAT % ol 3T FcATad % ol 89T Ficd T ITART ST 01T gEqTeqe ol 3%
AATIA FATCTTEF Siehl T ZHATAL a1 o (o0 TTerd g |

4. FHT FTETEA FT GoId.—(1) FTETAHFAT (et At af¥ae 98 gear 39 a9 a1 g@-r it
T S7r W X gETER R 99T TIHG: SEATEEhAT & gredd< AT HT9eadY § UH g9 BT H aF]
HGMI

(2) B HFAT TH A TR W HGT |

(3) BEATEALHAT FT FEAAL AT HTHEAIL ad 9T TUMH Fl ZEATAHRAT dl IT2de il 3T ZEqreA<
TRIEH FT STTNT Fd gU U Siehid geareqy § ®Aaied HT & |

(4) AT ST FHA ST T TR T T ST gEarel? T AR a97AT S0 |

(5) ST EEATEAT AT THTATAL FEATEAT AT IAT hl AT TAFSIThT SATHAD Tl AR FHIT ST THT |

(6) Feaforiaa g==T It ZEaTere &1 AT g1 Fot T, —

(F) SEATALHAT o Al il geaTeA< THIT I,

(F) ST THTUTHLOT ITEERTIAT F FATF Sl THIT T3 ST gEaTeA<ahdl &l AT ShT geareas
STHTOT O 6T STTASTHTOTT: T TATIT L &,

(1) T=re o & gEareatid giora 91T 9o fSeaT STANT eI THTINRI0T TTTeaRTiedl & Al
T THTOT 937 T SATETHTOTE: T HeaTI+ i3 o fory o Smar 2 ;
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(FT) ST THTURTO ITTERTRAT SiiY = gr sqetera THor 9 Tiasgor g (gi=am) sfiT
IR START T8 1= e o forw o srar 8 o6 siehiar geamere Tomor 9=7 &7 stfarfear st e 38
eI afaegor 7 o = 85

(3.) AAATSA THTT 95 TTRATT Terhid TS T TF 3T AAared THOr 97 qrieerfa
Tierie REarad ST START TH197 97 TTAEg o AT 6 ST 9¢ 6T SITaT & |
(7) Zrartteater arer TR 9 g FwA & o, -

(F) YT H gEATART STl e Saia THIIA S IAHg T TAAT § il T0T €T ARl
ST

(@) T2 LTI FIAT AT T T T STT 3T e () FT FAL FLAT S 5

(1) U A¥eT gHT TT GHed T ITINT THT €T HAT FE0qT (ST0aUadT) FSil a7 TANHEH
HAETE STl 0T TEUT Al AT Tg 90Tt g FoF qeamaadt 997 7 & 87T & &l AR Hl ST 6
TEAT FEATEAT ! [ATEHTAAT T AT FIAT

() ZEATAT ST qHT TET [ TqA (T § gl T@T STOAT AT IAHT JIF €T § TF o0 & &7 |
sTeTeor Rt ST |
5. ST FTEATEAR T AATIT.—(1) ST FEATEAL F TATIA Fl ST FEATEAT & oI o (1T 9T FaFereT
= HTEIH | G SAFSIAanl ST3er@ % A0 g7 TIOTH shl T(0ET FA 6 JTEdH F Al oil w1 STANT Hileh
TRT ToRAT STTORTT, SrcaTaahal e ered sl ST HedTT—

(F) A ST TEATAL T FSIT TEATT 159 FHT ITAN FLA GO AT TAT o7 T T ZeAFeriaent
FfyerE, Afs FFemT g & o aumeiae S Iia geara<l 9% @R giv |

(@) a8 THT T 1T FEATEL T oI AT AT 4T |

(2) TIAGEATEAT T TATIA FLA o [T SAFTRT FTHAT TT FEATEAT AT TeaATY TAad| geael? ¢
SEATEAL il FHAAT & AT 03T STTUIT |

(3) THTATAY ZEATET T TATIHA FAA o (70 TAFSIIhT TTHTE T ZEATAT T TqaH &9 F qeAT0d
B ST

(4) <r=TATer GEATAT T HATIH Hd (o]0 ST G0 €T 3T FAT qeamaadt a9 eoq s
T qAadt €60 I¥ AR TRIT AT AT T FATIT ART 577 727 97 |

6. T TETEAX T .—(1) T FIT gEareAa  STHIOTTS [Sreent o == g oo o, s
AT Foil SAAETHAAT o (o7 [T ITAT ST FIAT &, T STANT SATAT THTUNRLIT ATTARTAT o AT FHotl
JHTOTI= it SrfEraaTioraT 1 Jeamae 3 % foro T sro

(2) ST~ THTUMERTOT TTIEERTAT & SV Hoft THTTTS T ITANT SHLARTAT Kl AT S(hIT ZEATEAT
JHTOTT= ¥ STTErTATIoraT 7 Heamae ¥ & forw & srom

(3) ST THTOITROr YRR g7 TEt T THS Tfaegor =1 6 = 1 Ifte w2 & form i
STTOSTT f3F 3T STfarea THTOITERoT STTEERTIat &1 THTor=T fafersrer g a1 Tar stferfe=m &7 g 38
& aefie yidEge T o @ g |

(4) SR gEATAT AT TATEHTIAT T TATIT FLd 9T AT ST gedTedr THTTS i ST el
T THTOERTOT TN o AT ol THTTTS o ATEAT F T3 FET geareAid Fa=e & THrors|
T GEATEG Feh 3T ATS [AeFa T g@aT § e THIS Feaaq={ 17 951 g T geared? &l AT
Tel foRaT ST |
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(5 SThTT ZEATEAT THTITT T TATIA ZEATEAT 2 FoI o FHT ! a1ad (64T ST |

(6) STHTOTIST T SJ@AT FT TATIT FIH 7 H ATFHT F ATATE AT SATUIT |

(7) T seTora=t it BT Ue e & w6 g a1 TIaEg Lo At 6l S Suterd dai g |
7. ST TETER AME—A9d Hged WTFE ST AT 19 A1 9 Gafrgq A= Fdwamt s 9] g,
i fg g € —

ST AT
T Fiel 9 HEAIA THURT-2 ST URASRUE 180-4 & At 2
HTCTHT AT Gt STt TR AUAT FEFT0T AT ([2048, 4096

fae]); s 1.5

T AT ST FETeT et #7, Huees

FEATT ZEATAT THTIIA il FAfeAT=aar ATRAT 5280

ST A THATEUEE 11-256, 1-384, =T H-521
dratafe gearaT T 1. CAMES seut 5126,

2. PAdES with CAJES

THT €T T ST AUERET 3161 § ARt 2

8 THIUHTH FHehiT FTEATE & HIEH & AT & ATATHTUA it Sfd—uFauaue s geareay,—
() FT ST AGT F ATEAH q G A AT FHAT ST St et e s s
AT TE€T F AR v J BT g ;
(@) A Foil A1 A@ T ITAN ST AT T fohg Tl =7 § dag FieEr, 0F o (B
YT Foil Fgl ST &) T STANT TFUHTA Siehi T geareas e gadt goit (Frr oveh Foft
FgT SITAT &) FT START THHUHUS 3(hIT ZEATAL FT TATIA LA o (1T Teh UANLGH FT
TEIAT F2T 2

(IT) IS @ g FFAT AT T THFAUHUS ShiT ZEATAAT o oI AC qeATaA o o707 ITAT,
(') FRFATSOT T UFUHTSA U@ F OITART HEF Toaelal afvem
TFAUHUSA ST ZEaTery T goid 3 TeATId  TF oI & (o7 STTT;

() UH UAHUHUA IEQTASI H STTETHIN SFH STl UF Haer ofiT a1 897 & &9 |
siafate & ST 89 TeTTEw, FIRFATESOM, TARUHTE ST ST @1 di e
F TN | TATET 2T 8
9. THIUNUH AT FEATEX & Gord .—(1) et ettt srfsera a1 =t #f T o7 72 72 geareaw
FA qHT EATALHAT gl 929 dcdl, UHFAUHUA {ehiT geareld  qod, gearefiid T, Foil T 3
SEATAT JF T HIAHTIT FHLT |

(2) ga¥ I & g & [T, gEaraTer arreaax Faferfea s #f s3m—
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() FAAT HT AE, THFACATA FIAT T (FH(eTF), TS TANNEH AT STEee G
 HEy § HE qcdi T Gord T

(@) F&cTs T H TFUHTA AT Hl T (et a6 H HHATE & § AR H,

() FEATALHAT o ZIeadT AT ATFEATL H g9 FHFAT Tl TcdF [HIace Ted il AN FHT, 9T
afomy i fAfdse qea § deha wam;

() =g gAteaa o & 7t Ao o F1 goid AT SITaT § af 368 W@ qcd qg1 g T ;

(%) =g gHfe=a Fam & FEfdse Fr=Earzsad "f&aT feoaior " &0 sf=ar: B
I A0  fAfase BT g |

(3) TFHTHTS ST FEATAX TSI o TATS o o7, ZEqTereahal areaay fAvforferd Fex Ham—

(h) gFareax fater, FrenaTsier ater o fHaer % AT gEareas GaaT & gold F3 ;
(Q@) EFEATAT TAAT Tl FAHRATAAT AN FT 3T FAHRATSSE TAAT F oF qoF Fl
SIRAT TATIYEH T ITANT A U ZEATEAT [ATe & FIUAT FH 2T ;

(IT) gETe=T wa o, —
(i) SEATATHAT  TTH GEATAT FlA F T TS 0l THT A & ;
(ii) TAATITT GEATAT T il THAT %0l AT H Siqaeq TR TTATA il STTEAT ARl & ;

(iil) T T TEHEATIAT TL FEATAL FLA F foIT,—

() AT TETYT T qiohe I¥ STAT STUIT ;

(@) T THFAUAUA HaH HETEF Hl TFUACT F STAN FLd g STAT SATUAT ST
UFTUALT FETLT T Flohel I¥ STAT o o0 7T 12T sifa =oiaor grm ;

@A) TF 4T THFAUHTST HETE Hl AISH hed SATHALA, ST AreoiFe | af01q g, H STIRT
LA gU STAT S0 ;

() SEATEE USITEaH 9, SEATerhdl T YTgae deil o afeetsh Foft SRiex (af &g 2f) #1 I
FLA gU, TEATAT T oI (AT STTUIT ST HTAHLUT TR SEATAT TR FT 64 A Feah? o TROMH
S SEHRT ITANT EATAT oA o T=q07 o oy Fomar Sromr
(T) TEATAT qe@l T FFATT, e Sauid geareaied a1, AT 6l A TH 509 TH0IT T 6 a1
Foll FAAT 3T SEATAT o TAT TA 509 THTOTIT T geaTeALehal il UF 509 FATF Foil THTTT i
FE FT |

(4) T=ITF =T, S ARG S T7T Tl qd TFHUHTS 1T gEqTeAT il TN o797 S0 |

(5) T EEATEAT IT AHTATAL ZEATEAL AT AT il AT TAFSTAF SATHAE H AR RAT ST T |

(6) Ao g=aT ot ZeaTer? FT AT g1 Feiii—

(P) FEATATT THTONRTOT TTTERTIAT o ST Froft THTITTS, ST ZEATERal M STTLT SRl T gearead
STHTOTTS il SITTHTIOAT T HATIT Fed & |

(@) E= gT giora T g7 eareiied THI0, ST STered SHURI0 IRt AT 6l Al
FrStl THTOTTAT 3hT STTHTOTRAT T TATI HX o (70 ITAN T ST & |

(M) ST THTOFT TRt i e gy T@ T2 e gieeer g4, S
STANT T S F o o0 AT Sar g o #47 sfehr gearea? T9mord=t 7 srferfa &t ey
38 % arefie wiaergeor 2 feram T &




8 THE GAZETTE OF INDIA : EXTRAORDINARY [PART ITI—SEC. 3(i)]

(F)  AFaTeT Jqors yregfa e REdiey g9moras i sitadTed THTorE yrieata
FATRATAT T ITANT THTOTTT TS0 GHT oh T I FHAT ST FHT |

(7) FraTatey fAfaw AT ST ZEaTeAT T g Fe & oy et For R Sii—

(P) IRT T ZEqreriid searas] U< Uk 8T LT 1e A0, STgi omifeh a9 i a4t
TAFLIIIR ATIIG AT ZEATEALN Bl FaL FI(T
(@) UHF A%cT 997 T [@AFeT F ITAN FHT TERT HaT F&Tdl (SToaueadr) & e ar
TSAIGEH & T % 997 AT il [ATSHIAT T Ae=aT FaA o o0 Bham s, et
qHT T AT AT &1 A o g T qeamaad! 97 €7 09 07T €17 H 0] hl S0 ;
(IT) TEATEAT 3T THA T[T Al ST | &f TAT ST T AT IO T § Tl & ®F § GSTA 64T
STUATT |
10. TFIUHUS HHT FETEAL H qAA—(1) TFUHUS SFT ZEqTeaT F qATI l gearead &
e, g Afeamaseor sfiT o=t St & g O fohaT SITOR S wFeuaue s
ZEATAT &l had adl ATeETT AT ST i gearae Afemmasor, a9 Afemmasor s\ oras
farferaTesRr ST A fAfATEe R s g, 1 st S = Ern

(2) gEaTar AT #1 Aeforfad & Aream & o R sroam—

(P) Hes RATEHTIHI F I JAN AT T GEATAL GAAT AT FeAlhed T=T H ITAN 6T

STTOAT ;
(@) FATAFATESeE &S F7 ST F7d gU gEATeAT UG F SFAlEd T F sTrered R

SITUAT

(IT) gEATEATHRAT ® UFT 509 THIOA H fqfate & Fofl, ™o TFuATA 6T gearay |
Tfeatera 7T 3T 8, TEATET AT, SEATAT §oF il FrlHadTssie T8 3 ey TG %
FATATFATESE T AT EATAT T TATIT FI o (AT ITANT FhAT STTOIT ;

(3) Tew fafermTeasr 1 e e forw Aferfea w1 s T sroen—

(F) BEATAT AT H FeAlAheATSoeE AT F AT 9% ZEqTed? GAAT T o Fe (A weATsst &l
TN AT ST ;
(@) FEATAT AT H T 92 o foru--

(i) =TT FEATATHAT FIT FATALON Hl AN HAT STAT 8, T TATIARAT ATFedIT ARH
RE M= (TATEME) Tl SR FT T AT TR Icd H geareahal gl
STETIT IOl &l [AeaTied HaT |
(i) THEE aca ¥ fAfAfEte STesee TE5Td FT ITANT FXd U THIES HE 6 STSoMEe il SIUET
FIIT ;
(iii) ZEATART TEAT TR | STToee g %y @9Tiorg STeree oo it qa-T 4 |
(4) UFEUHUS FAT FEATAT § AEATT Sh gEATAT THIS & (HIH 6 # AHTEce T4l % Aqaw
o AT ST |
(5) uftr AT FT FATIA FA F U orrEE aAfvem uw ugd gEarew i qEadi gedneT U
ZEATEALT T FH Hedeh &7 F TATIT [ohaT STTUAIT |
(6) THTATAY ZEATEAL] T TATIH XA o (o7 Terrariveh ATHE T ZEATET AT T &7 F FeATI T
STTUATT |
(7) ZrHTAre ZEATET FT TATIT FA % [0 SETHE g0 €T 3T T qaadl q9d &7 9% g9
TLATAA T AL THT TT HT FATIT AT SITUIT |
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11. TFATHTH T GEATEIR HITh.— T T Ul HIee, Sieg, TAAUHUS ST geared? FHicdl & a1
Teag e Frdwa & fore @y G s, S o sam g—

SIEIE RIGED

FuRHET 3275 Fferfad Feaeed % a1

o PRt e ¥ o Wi ogeTa E 3,

o TA 509 THTIIH Fl AATGcE FXd §U FHofl AT ATATITF &

o YHLH ITHAT 31T FeTashaTeoerd &7 (faar fevafir &) st waia<orn
o AT STANT

TFUHU ST Zeqreq AT o TFIUHUS FIT F (N0 TFUHUAE ST 9T a5 qTaS F7 @ § qu
AT o foru feRam mam sifaw =taw g

o ThIF 9T TEATAS [ @ & forw

o AH HANd UFAUHATSA HATIT F TFIUAUALT H ITANT FLd gY]
FIATA AT ST

o UHE ¥ UFHUAUS HATYA FT  HIGH [heq F Araoide ¥ Ff0rq)
STHEALATT T ITANT FIA gU FTA T FhAT STTOIIT

THFIUHUSA ATH T ATURHT 3986

TEATEAT FEH THUH-8 ATTHAT 3629

TEATEAT o FhTo THO4 ATUTHHT 4648

I U He TTeeiee THUHU256 THATSHTUE 180-4

TEATAT TATTTLEH AUET NFHTUE-1 GERIOT 1.5 F 979 THUAU 256

o ¥=ex (A= femafort %), veruauea-susaet-Hi 140, SusHT 3741
o FAMAHA TFITHTA

AT BT 1. AT TauRTe 1.0 (feoafort 1 g F2ar g)

EREEIET T http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315

2. Fertasher wuwue 1.1 (freafort &1 ra wear §)

http://www.w3.0rg/2006/12/xml-c14n11

e (fomT feoafor %), vamumue-Susaei-Hi14ue, smeuset 3741
FATHF THFTTATA

FITT TATTREH 1. AT TauRTe 1.0 (feoafort 1 g F2ar g)
http://www.w3.0org/TR/2001/REC- xml -¢14n-20010315

2. FATTHA vFuHTS 1.1 (feeafort &1 ST :7ar 8)
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http://www.w3.0rg/2006/12/ xml-c14n11

TFUHUA-TFUHUS AT (TFIUHUALT) R0 1.0. Teg 34T
http://www.w3.0rg/TR/1999/REC-xslt-19991116

XPath - RFC 3653

geEaTere e RIS AT TRTA TR AT ST T AT S

FhT ZEATAT THTOTTS (STz3Y) U509 AT3 SIdRTIRTT HNTaelS RIgTdl & SIqaTe AT
T et T AT FERATE-1 T 1.5

ZHET TS U d1-256, f1-384, AT fi-521

Zretater geaTey ITeT 1. THFHUHUAZALUH ATTFHHT 6283 3T XAJES

2. THFHUHAUASAIUH ARURHT 6283 3w PAJES XAdES & AT

qHT T(T A ST & weTHTe Freaw # fafafate smowt 3161

12. TAAUHUS ST ZEaTeA? 7 g fovead o fFaw § zeqame forg 0 g Aergam 2, i —

<Signature ID?>
<Signed Info>
<canonicalization Method/>
<Signature Method/>
(<Reference URI?>
(<Transforms>)?
<Digest Method>
<Digest Value>
</Reference>+
</Signed Info>
<Signature Value>
(<Keylnfo>

(Key Name)

(Key Value)
(Retrieval Method)
(<X509 Data>

(X509 SKI)
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(X509 Subject Name)
(X509 Certificate)
(X509 CRL)

(X509 Digest)

</x509 Data>)
</Keyinfo>)

(<Object ID?>)*

</Signature>

STET 2" [ AT Tk 91T UGS i hl FTAT § ; "+" T AT AT a1 Iufa gy 1 qoriar g ; e
9T T SATerF AT ITRTMT I [ FLTAT 5 |

13. ST TEATER Fe ATH.— FEATEAT RIS 317 SEATEAT T I J1ad ST FEqTeAT oI Si¥ AT
it Ot A= g ST AeAtertea anteers Rgiar & 97 s grf, o1iq -

() SFhTT ZEarery WHTOMTS & o gt Sratenr A= & el S sl Anesis
i ;

(i) T=a drRers ¥ forw w509 THTores i

(iii) ZEATEAT THSA ;

(iv) JETOfEReer gTfeERTat (iv) % forg sfaare soores wTRafa Sierewme (AEuadr) #4ar
ATt g ;

(v) sETOTT gTfAeRTRT (Hw) % forw awe wetT fa7 AntastE fBgi |

[T, . 19/26/2015-H 1]

T T, 97 gi=a

MINISTRY OF COMMUNICATIONS AND INFORMATION TECHNOLOGY
(Department of Electronics and Information Technology)
NOTIFICATION
New Delhi, the 25th August, 2015

G.S.R. 660(E).—In exercise of the powers conferred by section 87 of the Information Technology Act, 2000
(21 of 2000), the Central Government hereby makes the following rules, namely:—

1. Short title and commencement.—
(1) These rules may be called the Digital Signature (End entity) Rules, 2015.

(2) They shall come into force on the date of their publication in the Official Gazette.
Definitions-—(1)In these rules, unless the context otherwise requires,—
(@)  "Act" means the Information Technology Act, 2000(21 of 2000);

(b) “canonicalisation”, in relation to a xml digital signature, means the process of converting electronic record that
has more than one possible representation into a ‘standard’, ‘normal’, or ‘canonical form’ in which the variations



12

THE GAZETTE OF INDIA : EXTRAORDINARY [PART II—SEC. 3(i)]

(d)

(s)

(t)

(u)

(v)
(w)

in representation of electronic record shall be standardised by applying consistent rules, primarily as part of the
xml digital signature creation and verification processes;

“counter signature” means a signature on a previous signature in a series of signatures, affixed after the
verification the signature on electronic record and subsequent signatures on previous signatures serially;

“detached signature” means the signature that is stored independent of electronic record being signed;

“digestmethod element”, in relation to a xml digital signature, means the digest algorithm to be used for the
original data object or transformed, if any ‘xml transforms’ exists;

“digestvalue element” means the value of the digest;

"end entity”’ means the subscriber or system on behalf of the subscriber in whose name the Electronic Signature
Certificate is issued;

"end entity signature" means authentication of any electronic record by an end entity by means of a digital
signature, electronic method or procedure in accordance with the provisions of sections 3 or 3A of the Act;

“enveloped signature” means enveloping of  the signature and the initial electronic record into another
electronic record;

“enveloping signature” means a signature over a electronic record that is referenced and contained within the
signature element;

“initial electronic record”, in the context of xml digital signature process, means canonicalised and transformed
form of signedInfo;

“keyinfo element” means an element that enables key information to be packaged along with the signature
element;

"long term signature" means a signature element that is made verifiable for a long term by implementing
measures to enable the detection of unauthorised alterations of signature;

“manifest element”, in relation to a xml digital signature, means a structure to carry a list of reference elements
processing model defined by the application;

“object element” means an optional element of xml digital signature, which is used for enveloping signature
where the data object being signed is included in the xml;

"ocsp responder” means an online service that provides revocation status of a digital signature certificate;

"online certificate status protocol” means an online certificate-revocation checking protocol that enables relying-
parties to determine the revocation status of an identified digital signature certificate;

“parallel signatures” means one or more independent signature over the same electronic record in which the
ordering of the signatures is not important;

“reference element”, in relation to a xml digital signature, means an element that carries a references to data
objects, an optional list of transforms to be applied prior to digest (xml transforms), digestmethod and
digestvalue value of referenced data objects;

“signedinfo”, in relation to a xml digital signature, means an element that contains a set of information to be
signed for creating an xml signature, where it shall contains references to the data object that includes the
canonicalisation and signature algorithms;

“signature” means digital signature or xml digital signature;

“signaturevalue” means an element that the actual value of the digital signature;

“signaturemethod ” means an element that contains the algorithm used for signature generation and this
algorithm identifies all cryptographic functions involved in the signature generation;
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)

V)

(2)

(za)
(zb)

(zc)

(zd)
(ze)

(zf)

(zg)

(zh)

2)

“signatureproperties” means an element that provides a way to carry additional information about the signature,
such as a time stamp or any other information which are defined by application;

"time stamp” means a notation that indicates the correct date and time of an action and identity of the person or
device that sent or received the time stamp and is enforced using time stamp token;

"time stamp token " means a cryptographically secure confirmation generated by applying digital signature of a
time stamping service provider that includes the time when the confirmation was generated;
"time stamping service provider " means a trusted entity authorised to generate time stamps;

“xml” means Extensible Markup Language that provides a standard methodology with formal syntax to identify
elements of information, describe the structure of data and also to store data in an independent manner, shall
have the following properties,—

@) with xml, content and presentation are separate;

(i) the structure of xml data in a particular context is described using either xml schema or a document
type definition;
(iii)  xml schema or a document type definition are stored separately from the xml document itself and can

be used to validate a given xml document for conformance;

“xml digital signature element” means an element that defined by standard xml schema for capturing the result of
a digital signature operation applied to arbitrary data in xml format, shall satisfy the following,—

@) xml digital signature element shall exist as a standalone document or envelop the data object that it signs;

(i1) xml digital signature element shall have signedinfo, signaturevalue, keyinfo, object and has id attribute
of type child elements in order in which they appear;

“xml digital signature” means the digital signature on xml electronic record;

“xml document” means a document with xml logical and physical structure that is used to carry data elements,
composed of declarations, elements, comments, character references, and processing instructions and a physical
structure composed of entities, starting with the root, or document entity;

“xml schema” means a set of pre-defined or user defined keywords and their attributes arranged in a structured
manner, shall satisfy the following,—

(i)  should be used for a particular purpose where as a schema describes the structure of an xml document and
provides specification of element names that indicates which elements are allowed in an xml document,
and in what combinations; and

(i) should provide extended functionality such as data types, inheritance, and presentation rules and default
values for attributes;

“xml transform” means an element that specify an optional ordered list of processing steps applied to the data
objects before it was digested where the transforms include canonicalization, encoding or decoding, extensible
style sheet language transformations, xpath filtering, and xml schema validation;

“xml namespace” means a uniform resource identifier (uri) reference where the mechanisms described in the
specification are used in xml documents as element types and attribute names and also to use various xml
vocabularies without having name collision.

Words and expressions used herein and not defined but defined in the Act shall have the meanings respectively

assigned to them in the said Act.

3. Manner of authentication of information by means of digital signature.—A digital signature shall,—

(@)

be created and verified by cryptography which concerns with transforming electronic record into seemingly
unintelligible forms;

(b) use Public Key Cryptography, which employs an algorithm using two different but mathematical related

(©)

keys; one key (called the private key) for creating a digital signature and another key (called the public key)
for verifying a digital signature;

use an hash function for creating and verifying a digital signature which required to make digital signature
generation and verification efficient.

4. Creation of digital signature.—(1) The signatory shall, while signing an electronic record or any other item of
information, first apply an hash function in the signatory's hardware or software.
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(2) The hash function shall produce a hash result.

(3) The signatory's hardware or software shall then transform the hash result into a digital signature using signatory's
private key and signature algorithm.

(4) The contextual information like date and time, shall be then made part of the digital signature.
(5) The counter signatures or parallel signatures or both may also be applied to electronic record.
(6) The following information may also be a part of signature,—

(a) the signatory’s public key signature certificate(s);

(b) the public key certificate(s) of the licensed Certifying Authorities which used to verify the authenticity of
the digital signature certificate issued to the signatory;

(c) the self signed certificate generated by the Controller used to verify the authenticity of the public key
certificate of the licensed Certifying Authorities;

(d) the certificate revocation list(s) maintained by the licensed Certifying Authorities, and the controller which
isused to check whether the digital signature certificate has been revoked under section 38 the Act;

(e) online certificate status protocol responder certificates and online certificate status protocol responses that
may be used in lieu of certificate revocation list.

(7) To create long term valid digital signature,—

(a) a timestamp shall be applied initially to the signed data including the certificates and revocation
information;

(b) ensure that initial time stamp shall cover all the data and signature(s);

(c) a nested time stamp option shall be used to ensure signature validity past the time stamping service
provider's (tssp) key or algorithm expiry where the nesting of time stamps implies that a subsequent time
stamp shall be applied to the prior time stamp;

(d) signature(s) and time stamps may be embedded in the data itself or stored separately as standalone.

5. Verification of digital signature.—(1)The verification of a digital signature shall be accomplished by computing a
new hash result of the original electronic record by means of the hash function used to create a digital signature and by
using the public key and the new hash result, the verifier shall check—

(a) if the digital signature was created using the corresponding private key and shall be applicable for parallel and
counter signatures applied on the electronic record, if present;

(b) the time when the digital signature was created.

(2) To verify counter signature, the signature on electronic record and thereafter signature on previous signature serially
shall be verified.

(3) To verify parallel signature, signature on electronic record shall be verified independently.

(4) To verify long term signature, the initial timestamp and all subsequent time stamp applied on the each prior
timestamp shall be verified.

6. Verification of Digital Signature Certificate.—(1) The self signed certificate generated by the Controller, which
begins the trust chain for the public key infrastructure, shall be used to verify the authenticity of the public key
certificate of the licensed Certifying Authorities.

(2) The public key certificate of the licensed Certifying Authorities shall be used to verify the authenticity of the
digital signature certificate issued to the subscribers.

(3) The certificate revocation list maintained by the licensed Certifying Authorities shall be checked to confirm
whether the certificate of the licensed Certifying Authorities is valid or whether it has been revoked under
section 38 the Act.

(4) While verifying the validity of a digital signature the corresponding digital signature certificate shall chain up
through the public key certificate of the issuing Certifying Authority to the self signed certificate of the
Controller and if any of the certificates in the trust chain is not trusted the signature shall not be verified.

(5) The Digital Signature Certificate shall be verified with respect to time of signature created.
(6) The chain of certificates shall be verified in accordance with the standards specified in rule 7.

(7) If the certificate validity is less than one hour, the checking of revocation list shall not be required.



[ 9/ I8 3(i)] Y T SIS : STHTHRT 15

7. Digital signature standards.—The most important standards that shall be applicable for different activities
associated with digital signature functions are as under—

Products Standards
Cryptographic hash function SHA-2 as specified in FIPS 180-4
RSA Public Key Technology PKCS#1 RSA Encryption Standard ([2048, 4096
bit]); Version 1.5
Encryption and digital signature PKCS#7, CMS
Validation of Digital Signature Certificate RFC 5280
ECC curve NIST P-256, P-384, or P-521
Long term signature formats 1. CAdES RFC 5126,

2. PAdES with CAdES

Time stamp token As specified RFC 3161

8. Manner of authentication of information by means of xml digital signature.— A xml digital signature shall,—

(a) be created and verified by cryptography which concerns with transforming electronic record into seemingly
unintelligible forms;

(b) use Public Key Cryptography, which employs an algorithm using two different but mathematical related keys,
one key (called the private key) for creating a xml digital signature and another key (called the public key) for
verifying a xml digital signature;

(c) use an cryptographic hash function for creating and verifying a xml digital signature;

(d) use canonicalization and xml transformation to create standard electronic record prior to creation and verification
of xml digital signature;

(e) authenticate xml documents which contain data as references and corresponding hashes, which is affected by the
use of hash algorithm, canonicalization, xml transformation and public key algorithm.

9. Creation of xml digital signature.—(1) To sign an electronic record or any other item of information, the signatory
shall first constructs reference elements, xml digital signature element, signedinfo, keyinfo and signaturevalue.

(2) For the purpose of reference element generation, the signing software shall—

(a) create reference(s) element(s) with reference to the item of information, xml transform element(s) (optional),
digest algorithms and digest value;

(b) optionally apply xml transform(s) to each referenced object in a sequential order;

(c) apply the hash function in the signatory's hardware or software to each reference elements, store the hash result
in the reference element;

(d) ensure that if the object element is created, it shall not have a manifest element;

(e) ensure that exclusive canonicalization "without comments" has been mandatorily specified in addition to any
other transforms.

(3) For the purpose xml digital signature generation, the signing software shall—
(a) create signedinfo element with signaturemethod, canonicalisation method and reference(s);

(b) apply canonicalisation to signedinfo and calculate the hash value of canonicalised signedinfo using the hashing
algorithms implied by the signaturemethod;

(c) ensure that,—
(i)  the signatory has seen all the contents of the document before signing;
(i) the contents display requirements, in the case of automated signing process, is not required;
(iii) to sign multiple resources together,—

(a) each resource shall be rendered on the screen;
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(b) each referenced xml resource shall be rendered using xslt and the xslt shall be the last transform
done to render the resource on the screen;

(c) each non xml resource shall be rendered using mimetype attribute mentioned in the object;

(d) generate the signature using the signature algorithm and the hash, the signatory's private key, and
the public key parameters (if applicable) and perform base64 encoding of the signature result and
use it to form signaturevalue;

(e) construct the signature element that includes signedinfo, items of information, keyinfo with x509
certificate element and signaturevalue and the x509 certificate element shall carry the signatory's
x509 public key certificate.

(4) The contextual information like date and time, shall be then made part of the xml digital signature.
(5) The counter signatures or parallel signatures or both may also be applied to electronic record.
(6) The following information may also be a part of signature—

(a) the public key certificate(s) of the licensed Certifying Authorities which used to verify the authenticity of
the digital signature certificate issued to the signatory;

(b) the self signed certificate generated by the Controller used to verify the authenticity of the public key
certificate of the licensed Certifying Authorities;

(c) the certificate revocation list(s) maintained by the licensed Certifying Authorities and controller which is
used check whether the digital signature certificate has been revoked under section 38 the Act;

(d) online certificate status protocol responder certificates and online certificate status protocol responses may
be used in lieu of certificate revocation list.

(7) To create long term valid xml digital signature—

(a) a timestamp shall be applied initially to the signed document, where the Initial time stamp shall cover all
the electronic record and signature(s);

(b) a nested time stamp option shall be used to ensure signature validity past the time-stamping service
provider (tssp)'s key or algorithm expiry where as nesting of time stamps implies that a subsequent time
stamp shall be applied to the prior time stamp;

(c) signature(s) and time stamps may be embedded in the data itself or stored separately as standalone.

10. Verification of xml digital signature.—(1) The verification of the xml digital signature shall be accomplished by
signature validation, reference validation and certificate validation and an xml digital signature shall be treated valid
only if signature validation, reference validation and certificate validation as specified below are complied with.

(2) To accomplish signature validation—
(a) canonical form of signedinfo as produced during reference validation shall be used;
(b) canonical form of signaturemethod using the canonicalization method shall be obtained;

(c) the public key contained in the signatory's x509 certificate that is included in the xml digital signature, the
canonicalisied form of signedinfo signaturevalue, and canonicalisied form of signaturemethod shall be used
to verify the signature.

(3) To accomplish reference validation—
(a) canonicalise the signedinfo element based on the canonicalisation method in the signedinfo shall be used;
(b) for each reference in the signedinfo—

(i) if transformations were applied by the signatory, then the verifier software may de-reference the
uniform resource identifier (uri) and execute transforms provided by the signatory in the reference
element;

(i1) compute digest of referenced item using the digestmethod specified in its reference element;

(iii) compare the computed digest value against digestvalue in the signedinfo reference; if there is any
mismatch or validation fails;

(4) The Digital Signature Certificate included in the xml digital signature shall be verified in accordance with the
provisions specified in rule 6.

(5) To verify counter signature, the signature on electronic record first and signature on previous signature shall be
verified serially.
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(6) To verify parallel signature, signature on electronic record shall be verified independently.

(7) To verify long term signature, the initial timestamp and all subsequent time stamp applied on the each prior
timestamp shall be verified.

11. The xml digital signature standards.—The most important standards that shall be applicable for different activities
associated with xml digital signature functions are as under—

The Product Standard

RFC 3275 with the following constraint
o Manifest is not permitted inside Object,
o Keylnfo containing X509Certificate element is mandatory.

o The Reference Processing shall use the Exclusive
Canonicalization(without comments) in addition to other transforms.

XML Digital Signature Standard o For XML resource, XSLT shall be the last transform done to enable the
rendering of the document on screen.

o For rendering of document on the screen
o Each referenced XML resource shall be implemented using XSLT.

o Each non XML resource shall be implemented using Mime Type
attribute mentioned in the object.

XML Namespace RFC 3986

Signature encoding UTF-8 RFC 3629

Signature Value Encoding Base64 RFC 4648

Reference element Digest SHA256 FIPS 180-4

Signature Algorithm SHA256withRSA PKCS-1 Version 1.5

o  Exclusive (without comments), XML-EXC-C14N, RFC 3741
o Canonical XML

Signature block Canonicalization 1. Canonical XML 1.0 (omits comments)
http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315

2. Canonical XML 1.1 (omits comments)

http://www.w3.0rg/2006/12/xml-c14n11
Exclusive (without comments), XML-EXC-C14N, RFC 3741

Canonical XML

1. Canonical XML 1.0 (omits comments)
http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315
Transform Algorithms 2. Canonical XML 1.1 (omits comments)
http://www.w3.0rg/2006/12/xml-c14n11

XSLT-XSL Transforms (XSLT) Version 1.0. W3C
http://www.w3.0org/TR/1999/REC-xslt-19991116

XPath — RFC 3653

Signature Type enveloped or enveloping or detached

Digital Signature Certificate (DER) X.509 V3 issued as per interoperability guidelines
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Public Key Algorithms RSA PKCS-1 Version 1.5
ECC curve NIST P-256, P-384, or P-521
Long Term Signature formats 1. XMLERS RFC 6283 and XAdES
2. XMLERS RFC 6283 and PAdES with XAdES
Time Stamp Token As specified RFC 3161 in XML notation

12. The basic Syntax of xml digital signature and terms used in the rule shall be as follows, namely:-

<Signature ID?>
<SignedInfo>
<CanonicalizationMethod/>
<SignatureMethod/>
(<Reference URI?>
(<Transforms>)?
<DigestMethod>
<DigestValue>
</Reference>+
</SignedInfo>
<SignatureValue>
(<KeyInfo>
(KeyName)
(KeyValue)
(RetrievalMethod)
(<X509Data>
(X509SKI)
(X509SubjectName)
(X509Certificate)
(X509CRL)
(X509Digest)
</x509Data>)
</Keyinfo>)
(<Object ID?>)*

</Signature>

Where "?" denotes zero or one occurrence; "+" denotes one or more occurrences; and "*" denotes zero or more
occurrences.”
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13. Digital Signature functions Standard.— The manner of digital signature creation and verification, in respect of
signature profile and signature format, shall also conform to the following guidelines issued by Controller, namely:-

(i) Interoperability Guidelines for Digital Signature Certificates issued under Information Technology Act;
(i) X.509 Certificate Policy for India PKI;
(iii) Signature profiles;
(iv)  Online Certificate Status Protocol (OCSP) Service Guidelines for Certifying Authorities (CA);
(v) Time Stamping Services Guidelines for Certifying Authorities (CA).
[F. No. 19/26/2015-CCA]
TAPAN RAY, Addl. Secy.
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NOTIFICATION
New Delhi, the 25th August, 2015

G.S.R. 661(E).—In exercise of the powers conferred by clause (e) of sub-section (2) of Section 87 read with
Section 16 of the Information Technology Act, 2000 (21 of 2000), the Central Government hereby makes the following
rules to amend the Information Technology (Security Procedure) Rules, 2004.

1. (1) These rules may be called the Information Technology (Security Procedure) Amendment Rules, 2015.
(2) They shall come into force on the date of their publication in the Official Gazette.

2. In the Information Technology (Security Procedure) Rules, 2004,—
(a) in rule 2, for clause (e), the following clause shall be substituted, namely:—

"(e) words and expressions used in these rules and not defined but defined in the Act and the Digital Signature (End
entity) Rules, 2015 shall have the same meaning respectively assigned for them in the said Act and rules.";
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(b) in rule 4, for clause (f), the following clause shall be substituted, namely:—

"(f) that the standards referred to in rule 7 or rule 12 of the Digital Signature (End entity) Rules, 2015 have been
complied with, in so far as they relate to the creation, storage and transmission of the digital signature; and".

[F. No. 19/26/2015-CCA]
TAPAN RAY, Addl. Secy.

Note : The principal rules were published in the Gazette of India, Extraordinary, Part II, and Section 3, Sub-section (i),
vide notification number G.S.R. 735(E), dated the 29th October, 2004.
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NOTIFICATION
New Delhi, the 25th August, 2015

G.S.R. 662(E).— In exercise of the powers conferred by section 87 of the Information Technology Act, 2000
(21 of 2000), the Central Government hereby makes the following rules further to amend the Information Technology
(Certifying Authorities) Rules, 2000.

1. (1) These rules may be called the Information Technology (Certifying Authorities) Amendment Rules, 2015.
(2). They shall come into force on the date of their publication in the Official Gazette.
2. In the Information Technology (Certifying Authorities) Rules, 2000,—

(a) in rule 6, in the table , under the heading "The Standard", for the entries "DSA and RSA", the entries " DSA ,
RSA and Curves NIST P-256, P-384, or P-521" shall be substituted;

(b) for rule 7, the following rule shall be substituted, namely:—

"7.Digital Signature Certificate Standard.—All Digital Signature Certificates and Certificate Revocation List
issued by the Certifying Authorities shall conform to Interoperability Guidelines for Digital Signature
Certificates issued by Controller under the Information Technology Act.";

(c) inrule 23,—

(i) in clause (e), after the word " Statement", the words "in accordance with the Identity Verification Guidelines
issued by the Controller” shall be inserted;
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(ii) after clause(e), the following clause shall be inserted, namely:-

“(ea) subsequent to initial approval of Certification Practice Statement by the Controller during the
application for a licence, all the changes in the subscriber identity verification method or guidelines
employed for issuance of Digital Signature Certificate shall be in accordance with the Identity Verification
Guidelines issued by the Controller and the changes shall be incorporated in the Certification Practice
Statement periodically and shall be approved by the Controller;”;

(d) in rule 24, in clause (f) , the words, brackets and letters “in accordance with the X.509 Certificate Policy for
India PKI(CP) issued by the Controller" shall be inserted at the end ;

(e) in rule 25, in clause (ii) , the words “in accordance with the Identity Verification Guidelines issued by the
Controller” shall be inserted at the end;

(f) in rule 31, in sub-rule (1) , after clause (ix), the following clauses shall be inserted namely:-
“(x) compliance to relevant X.509 Certificate Policy for India PKI issued by the Controller;

(xi) compliance to guidelines issued by the Controller for other services like Time Stamping and OCSP
service;

(xii) compliance to Identity Verification Guidelines issued by the Controller;
(xiii) compliance to "Digital Signature Certificates Interoperability Guidelines" issued by the Controller.”;

() in SCHEDULE IV,—

(a) in Form A, under the sub-heading “Important Notice:”,—

(i) for the word “filled ” the word “signed” shall be substituted;

(i) the words “Application form must be submitted in person.” shall be omitted;
(b) in Form B,

(i) for the entries under the sub-heading “Authentication of Identity and Proof of Residence”, the following
shall be substituted, namely:—

”The identity verification methods and proof of residence requirements shall be as per Certification
Practice Statement (CPS) of the CA and Identity Verification Guidelines issued by the Controller.”;

(i1) under the sub-heading “Important Notice:”,—
(1) for the word “filled ” the word “signed” shall be substituted;
(2) the words “Application form must be submitted in person.” shall be omitted.
[F. No. 19/26/2015-CCA]
TAPAN RAY, Addl. Secy.
Note. : The principal rules were published in the Gazette of India, Extraordinary, Part II, and Section 3,

Sub-section (i), vide notification number G.S.R. 789(E), dated the 17th October, 2000 and last amended by
notification No. G.S.R. 783(E), dated the 25th October 2011.

Printed by the Manager, Government of India Press, Ring Road, Mayapuri, New Delhi-110064
and Published by the Controller of Publications, Delhi-110054.



