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=fSrea SRAT F oI T AgcaThiet A & SaId Ad TRl (STAT3ME) FT IL9T Tgd & =Addl o
AT, IETEH, 3T ATAT a7 TSI 3MSedd & FRU AR 7 q97 At garu Bfces =9 7 fewmm
TR FATT AATT ITAH FLAT & | TH 3297 Tl T FLA 6 (70 2T, TATTN ST TORATA F T <
AT AR T T il STaeTHhdl § ST Ael 90T 9¥ Tgl TAHT il Tal AT STAsH FHIUIT |

= e # @A WWIid e o YA | AT 9EhT (STEres) § agd 8 Siaad T39O &0 g,

Sed e 7 aRASETE (TRUAT) F7 FwAEAT OTHA & | FaT TG0 R uEdh a9 0a
gATETaar gge % o Bfee S-omee JunterEt & i saeEEH aar U qgd 0 0d dedl & | T8
AT TSAT FRT TAFSAF HAT TG 6 o0 U gl SaeddT &l e a9q1 & I J dF
ATITF ¢ |

fafes awrd) gt st v & = Fiveasw S saEraTar & oo g5 gt i agrar
I §q A TR 7 “S-9E % 0 ok qihl 9% {17 ST “S-mEe oI staeEe i aar @6 9%
Tehe [0l HIAE" T8l gl STe=d A7 70 & | “Hh g3 U< dbas Tae 9 o0 97 38 SAmEi & said
TR ST GIT TR il T2 GAAT o SIETHT H AT o orT <k diens 7w e Rar ST @ g |

= g2l § F2 190 F arEeE fF Ao UwiRerT TRITT SahE (THETS) T ITEenT T 2l
AT | TEHLN SSAT & [T T A G HA il AATHRAT g | “ART G & (o0 q<h THes 9%
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Hifa” (R 7gt & s <iRfa” % =7 & g=fa B @ 2) F 9wt @reat § g6 v F s
TEJHTA &l Mg T | 3] Aifd & aid a9l S-SR i Juterdl & o0 aifeady i
FALTATAA AT T TETAT & AT ARTChRT Figd THAT TOILTLRT T TTTATRIAT T@T * forT 22T i Farsi &1

ATIATH Y& il g “H<h TS ” o SEAHTA T TLHTL i T8l Helied il s & |
. i F e

= T % Seed Mar & :

o AT FRHT FTAT T A -0 ATTAWN ST TOTTerdt & forg al il @Al gy uiisre
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o TATHS - ST ST TOTferat & &= G=T 3T 2T &l gierd 37 fEeaae T &1 | e &7
THT FATT |

o SAAT Il S-ATHA STATANN T TOITAAT & 2T il ITASHAT F LT TAGHT I TETET AT 31T I9H
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o TTHILN EISHT &l T H<h THISTE o (T, TATEA, FIITTAAT 3T TEAHATA H ANGLAT T&TF FHEAT |
. afeATeTg
FOAT TATE — [ 36

. Hifara fRaor

A AL e qehil S¥edl g1 FElcad v -9 Squal 3T Tl & |79 @i i
TRl THH F g7 g9 & O g6 Udiens SqATusl, T6 YR HHEAl & ATArd AR 6
AR FETE ST ST 22T T AaTel F7 SAF3 Y& BT SO | Heh Uiers § Yoo sl @va
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3.1 Ol TR WAT T A T -6 ATTTN F ST ITAH FAT5 ST Tl A1 GoAdT qedt
F forT o< &7 F Iuersd R 3 gofiT F ST 39 w=r ST "R |
3.2 THHET LRI TeA AT gl IUgh GAAT ST ST AL SeT AIAH0 ST AT Regar i

(TATUETUT-2012) § FRT T FefTReor % AET q7F UHrerS gIRT IUeed TS STOT TR Stear
AT ST ST A7 AT FL T |

3.3 fafa o o asft qp oeftens siiw suerey 2e1 F oo wrdiw argew geer Al w1 sqares G
STTUATT |

3.4 TEENT €A I8 gAtaa 4 o g udtens s o e & |

3.5 el AT oA & $-9TTHA SIQUART STIaT YOIl | qHT §0q AT, ST ST FhAraredt 9o
TS % SR ST $-9T8e AN ST T T IUese FX1s SO, ST Tl i 9T
#1 38 | Tad giiT |

3.6 AT HEHNT TS, ST F THTATE T TEdHTA Fed g0 AT S-9TT8 AIA N ST Fortferat & ar
ST AT T STANT F2dT 8, T THTATE TR FEA AT TS ZIET AATALATINT Tf34T 3 TR
TAAT T TELETE, ATATHTN 3T 39 o7 ISR T&T F4T |

3.7 Tt ATl |3a BT TeAT TRTIAT UHATAE LT o HAT G A7 TR FASHAT AT AT T
9 9[7F ITeTed FIAT SO |
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3.8 WTUF WAHTIAT UHTATS T THAT FI ST TATH FIAAT 6 AT I & § TAGHo Ha1 STum
e o fasrmererat Udters i1 sedwTe i T4 |

3.9 W< UHTATE FT SHAd =k TS YT Feed a1l Tl T T IqeAed FIAT SATOT |
TS 9 FH I THTdT GERL0T oF AT T8l F ATheT (FFae HrafeeeT) g |

3.10 AT T+t 76 vdtems Jonferat s Suerssr FAT U 2T % 70 AT TRt il FRaar A A
TRermfRaert 1 sraTee BT Sos |

3.11 HaT & FATFAIAT A T ATeA-3AT AT & 9095 a9 F 0 a1 TWed s
ATETHTOIT T T SEIHTA ¥ T 3 |
. g i TFR
fea
. WRLEHT
g T Fex FLHTL AT T AL o6 AT I THT TLRET TRSAT TT AR Gt g ST S-2TT TUITTeraT %0t
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o FHEivEa F forg A=t avft A S-amae ST S} o
o QIR 3R e yonfert & Fu dwwor

. FEEET 9

(i) ATET ALRTT A T AT ST TATHT T F 9T o o0 f@Geqa wrateaae Remfaeer a3 i |

(i) TR ST THTSATS TRTAT HOT AT SAAT 598 STAAN ST TOTerd | & Hatera gaaer &l
FTATY T T |

(iii) FCRTEY TS Aq E-9TTE SFTIAT ST Fortferat 6 qver v % foro ufters serfora #:377 |

(iv) TR EToT TorFeiaent 3T AT YAl [N (STeediars) FRT <6 ASl 98 a1 939
Ted o ST 37 AR 3 S-9TTee ST S T d T o J7 TehIhoT e |

(v) TR Hod THes Fad Fed & o ad G g0 ATa=a "I 1 SAqaTad e
FA |

(vi) ST THRTE TH A T THF ITGUT o6 FATIAT 1 LA a9 6 70 Uk Fraiead= qiod Tod
FAT |

(vii) ATET FALRTE THVSITE TS AT AL T o (o107 ITIH TGIAAT Al TTIAT HT |

(viii) S-S SITIANTT 37 TOITfert a7 FTATead Fed THT G Tty ST grer Udiems a1
STHAT 3T 317 EaAT o T TRTTAd e g T&a1d & o0 Sy (usE) § e sraegsrar
AALT ATTHA il ST AR |

. Hif $ gefren

MALTF I T AL TLHTL o TTE A 20T THTAT ST HLTER Feel T STTER AT 7 |

. grd fasg

“qTI TR o forg e ueftenrs geeft Sfifq” & gefaa aft weiit sfw femfort #r g9 vtz @E-amm),
TIEATSEETS FT jsegov@deity.gov.in H ST SITUAT |
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TRffre -1
gfaTaTd
TS TeeA eheTd ST e (THTeTs) aex T o9 39 Trarfater & g ST foReT Sorrett a7 51&m &ir
FTELT TOITEAT AT FAT FIRT T& T2 AT TRATHFAT doh AT AT STHIT a7 8 | ST 9% U FT
TEIHTA T TOTOrAT X ) TEaTe Taidd Fed IT 3177 JOTerdt U2 F o= H1eaTs i o fory
STt % #Yer faforg g=ET o vy "9 (S T=F, gAY, @IS, FA-FHAT T8 FLAT AT AT FHLAT)
foro R smaT g

SR ST T G=T SRR &5 3 sTeasta U IT-A{T €, S’ F dvay A waee A e

F ®T H ATET ATAT & | ST o [T “ I TeRTerd TTHIT oF (o7 TEqTesT 7 TR ™ “TEq 100 STHA
= S U AT ¢ |

LRI GIST: TH AT % TS o (70 FoRET Tt e | 9 vk 3T Td a1 €q) 9% 97
AT AT AT /A e e St /caraaersl FFm § ¢ | arforsae Tars i T9rher Fed are
TR ST T THH ATIHA gl 0T SATAT & |

T-ATET UF TOoraTeHs g fSaH S3aT T7 AWRE oY v Tee a1 adT §=1¢ STt
ZOH AT ZECHTA Fileh O THT FEFATI AT TF [ZEH 0 qOrad Fd | g9 2 |

TOITRT: TEE0T qE0e, TEETT Hadl, AT U aL T2 (AT el & UF 998 ° T UF HIFFd aqd1 3 |
AT TUTAT AT, AT, AFeddT, HAT ITRIUN, dedh qAT TeT TH1EA] T TFH IHAT § S0
farfere sarrst % forw 22T sfiT g==T &°r 9Tt (S8, AT, =7 & TRarad HAr) g |

TOUIRTT Tl U R 9Efd, ST, Seqes Jorre! a1 S quanT wEsa e seqara
=T & gatary Mgy R strar g & Fith oa qefiaay Srenier a1 Bt s & Aoarfed #a
% forg srferer wrew wgfaat 219 arasta off g SRTel & swarearsharat & forg srody ofr wrd et 2

TR TUTEAT T AAT GERTUT: TFILRIT TUITEAT (S8 T icqa TRadai, aregaar gaet Traddl,
SRR TREqAT, S0 ToRaT § TRad, Bemed satraas et aiedar snfe s REst=aiar
o F T2 FAAL THRAGH 2T 2 |

AT Q=S ae Thies ag UOels & (S| gEdT e dl &0 39 TUTeT & &7 ¥ Hd 6 o0
gtaarfea FFam =T 8 | Sl Tiiems &1 AT 97 gree SIUANT & AT Uahighd AT I 9FaT g a7 Tg
AFEATT T Tah ATATh [RE0T &7 Tha T g ST ohe T T ATl UHTaTS i Ao THIeTs & J31a< The
FAT S | TGT Fal ST GHT g, ST THT3MTE TAT {h 37T THSTIRT TAT FLATET o FTaadl § <6 2 |

-4 & for gor werent et ifa: <-omae F o ger aent e fifa @ ag ositat g Gt
Ul % & TREIY H9Y 9g™ 6 0 A& % 999 gq UF &H A1 YEde g | A8

https://egovstandards.gov.in/sites/default/files/Policy/Policy%200n%200pen%?20Standards/Policy on_Open
Standards_for _e-Governance Verl.0.pdf ‘T{ch_'le‘ag |

F-amae ¥ forT st g geet e e 2E SEdras # S-9med o forT ger ATt
TaefT T STgETe oo =t § S-9Ed SIYANT % oI SraATe S g s e Jea g B
T 55’ | T hitps://egovstandards.gov.in/sites/default/files/Published_Standards/Technical%20Standards%20for
%?20IFEG/Technical_Standards_for IFEG_Verl.0.pdf 9 39Ty g |

TP 2§ graATer ) Afnrear AR (wdwaedi-2012): @ i @1 79w g = F
AT aTel TTAT F4A T 2T qF ATIRH T AT gohe A fB3fasr gafaa Sfaat, stafaat qun
A1 % 2= o STavTd TRTEIcHT 31T ATt &7 & ST il ST ATl =8 § q¥ 297 § U dea+ &
ST A\ g7 7oA T 7efiT g7 Toi, T T § q4 99T g foraw & "qrEsiiad 297 S
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AT T FATTH ATHTEIAT ST SETHTA il SATHIT TG il ST G | T http://ogpl.gov.i/NDSAP/NDS AP-
30Jan2012.pdf 9% ITAH g |

12 T grgax AT ifY 2013: =8 AT 1 3207 A=Ay €OF H GHAT ST GIAT ATEAAT FT GLAT
FIAT, TEIWTT EEl, AT, TRHAT, STRTRET 3T TgaRT % THe-S YAl & qreay gaii & s &7
IR WALl @HAT FT WA F2A & U awar #7 FAT 67 afd JAa") w1 g | T8

http://deity.gov.in/content/national-cyber-security-policy-2013-1 TT 3Tl %’ |

MINISTRY OF COMMUNICATIONS AND INFORMATION TECHNOLOGY
(Department of Electronics and Information Technology)
NOTIFICATION
New Delhi, the 15th May, 2015
Subject : “Policy on Open Application Programming Interfaces (APIs) for Government of India”
F. No. 1(4)/2014-EG IIl.—Preamble :

Under the overarching vision of Digital India, Government of India (Gol) aims to make all Government
services digitally accessible to citizens through multiple channels, such as web, mobile and common service delivery
outlets. To meet this objective, there is a need for an interoperable ecosystem of data, applications and processes
which will make the right information available to the right user at the right time.

In order to make rapid progress in this direction, Government of India (Gol) has taken various policy
initiatives, including implementation of Mission Mode Projects (MMPs). Interoperability among various
e-Governance systems is an important prerequisite for upgrading the quality and effectiveness of service delivery. It
is also required in order to facilitate the single window concept of electronic services delivery by Government
organizations.

For promoting Open Standards for software interoperability across various Government departments and
agencies, Gol has already notified the “Policy on Open Standards for e-Governance” and “Technical Standards on
Interoperability Framework for e-Governance”. The world-wide initiatives on “Open Government” also focus on
open APIs to easily access the information collected by Government organizations.

Given the enormous advantages in this regard, there is a need to formulate a policy for the Government
organizations in India to provide Open Application Programming Interfaces (APIs). The “Policy on Open APIs for
Government of India” (hereinafter referred to as the “Policy”) will encourage the formal use of Open APIs in
Government organizations. This policy sets out the Government’s approach on the use of “Open APIs” to promote
software interoperability for all e-Governance applications & systems and provide access to data & services for
promoting participation of all stakeholders including citizens.

1. Objectives of the policy:
The objectives of this policy are to:

e Ensure that APIs are published by all Government organisations for all e-Governance applications and
systems.

e Enable quick and transparent integration with other e-Governance applications and systems.

e Enable safe and reliable sharing of information and data across various e-Governance applications and
systems.

e Promote and expedite innovation through the availability of data from e-Governance applications and
systems to the public.

e Provide guidance to Government organizations in developing, publishing and implementation using these
Open APIs.

2. Definitions
Please refer Appendix — L.
Policy Statement

Government of India shall adopt Open APIs to enable quick and transparent integration with other e-Governance
applications and systems implemented by various Government organizations, thereby providing access to data &
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services and promoting citizen participation for the benefit of the community. The Open APIs shall have the
following characteristics for publishing and consumption:

3.1  The relevant information being provided by all Government organisations through their respective
e-Governance applications shall be open and machine readable.

3.2 All the relevant information and data of a Government organisation shall be made available by Open APIs, as
per the classification given in the National Data Sharing and Accessibility Policy (NDSAP-2012), so that the
public can access information and data.

3.3 All Open APIs built and data provided, shall adhere to National Cyber Security Policy.
3.4  The Government organizations shall make sure that the Open APIs are stable and scalable.

3.5  All the relevant information, data and functionalities within an e-Governance application or system of a
Government organisation shall be made available to other e-Governance applications and systems through
Open APIs which should be platform and language independent.

3.6 A Government organisation consuming the data and information from other e-Governance applications and
systems using Open APIs shall undertake information handling, authentication and authorisation through a
process as defined by the API publishing Organisation.

3.7  Each published API of a Government organization shall be provided free of charge whenever possible to other
Government organizations and public.

3.8  Each published API shall be properly documented with sample code and sufficient information for developers
to make use of the APL

3.9  The life-cycle of the Open API shall be made available by the API publishing Government organisation. The
API shall be backward compatible with at least two earlier versions.

3.10 All Open API systems built and data provided shall adhere to Gol security policies and guidelines.
3.11 Government organizations may use an authentication mechanism to enable service interoperability and single
sign-on.
Nature of Compliance
Mandatory
Applicability
The policy shall be applicable to all Government organisations under the Central Government and those State
Governments that choose to adopt this policy for the following categories of e-Governance systems:
e All new e-Governance applications and systems being considered for implementation.
e New versions of the legacy and existing systems.
Implementation Mechanism
i)  Gol shall formulate detailed implementation guidelines for rapid and effective adoption of the policy.

ii) Government organisations shall publish the APIs so that the public can access relevant information and data
from e-Governance applications and systems.

iii) Government organisations shall publish the APIs for integrating with their e-Governance applications and
systems.

iv) Government organisations shall integrate with the e-Governance applications and systems of other departments
through the messaging gateway built on open standards by the Department of Electronics and Information
Technology (DeitY).

v)  Government organisations shall ensure compliance with notified Gol standards for developing APIs.

vi) Gol shall constitute an Implementation Committee for facilitating the implementation of this policy and its
provisions thereof.

vii) Gol shall establish suitable support mechanism to facilitate API management.

viii) All Government organizations, while implementing e-Governance applications and systems, must include a
specific requirement in the Request for Proposal (RFP) to publish the APIs to public and other Government
organizations.

Review of the Policy
Gol shall have the right to review and revise the policy as and when required.
Point of Contact

All queries or comments related to the “Policy on Open APIs for Government of India” shall be directed to the Joint
Secretary (e-Governance), DeitY at jsegov@deity.gov.in.

R. S. SHARMA, Secy.
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Appendix - 1
DEFINITIONS

API: The term Application Programming Interface (API) means any mechanism that allows a system or service to
access data or functionality provided by another system or service. The API is generally used to interact (like query,
list, search, sometimes submit & update) directly with the specific information on a system, to trigger some action
on other systems, or to perform some other action on other systems.

Domain: A sub-category under an Information Technology field is a Domain; specific purpose within a “Domain”
is known as “Area”. For example, “Document type for Web publishing content” is one Area under the
“Presentation” domain.

Government organization: For the purpose of this policy, a Government organisation refers to all Ministries/
Departments/ offices/ statutory bodies/ autonomous bodies, both at the Central and State levels. Government
organizations offering commercial services are not included.

e-Governance: A procedural approach in which the Government and the citizens, businesses, and other
stakeholders are able to transact all or part of their activities using Information and Communication Technology
tools.

Systems: A group of interacting, interrelated, or interdependent elements forming a complex whole. Information
System is a combination of people, hardware, software, communication devices, network and data resources that
processes (can be storing, retrieving, transforming information) data and information for a specific purpose.

Legacy System: An old method, technology, computer system, or application program that continues to be used,
typically because it still functions for the users' needs, even though newer technology or more efficient methods of
performing a task are now available.

New version of Legacy System: The legacy system which has undergone a major version change due to
re-engineering like functional changes, architectural changes, technology changes, change in storage mechanism,
design implementation changes etc.

Open API: Open API is the API that has been exposed to enable other systems to interact with that system. Open
API may be either integrated with the host application or may be an additional piece of software that exposes any
proprietary API with an Open API equivalent. The Open API, whenever possible, may be free of charge and
without restrictions for reuse & modifications.

Policy on Open Standards for e-Governance: The Policy on Open Standards for eGovernance provides a
framework for the selection of Standards to facilitate interoperability between systems developed by multiple
agencies. It is available at https://egovstandards.gov.in/sites/default/files/Policy/Policy%200n%200pen%20
Standards/Policy on_Open_Standards for _e-Governance Verl.0.pdf

Technical Standards on Interoperability Framework for e-Governance: This document describes  technical
standards to be adopted for e-Governance application in the areas covered, as per the Policy on Open Standards for
e-Governance. Available at https://egovstandards.gov.in/sites/default/files/Published Standards/ Technical%?20
Standards%20for%20IFEG/Technical Standards for IFEG Verl.0.pdf.

National Data Sharing and Accessibility Policy (NDSAP-2012): The objective of this policy is to facilitate
access to Government of India owned shareable data and information in both human readable and machine readable
forms through a network all over the country in a proactive and periodically updatable manner, within the
framework of various related policies, Acts and rules of Government of India, thereby permitting a wider
accessibility and use of public data and information. It is available at http://ogpl.gov.in/NDSAP/NDSAP-

30Jan2012.pdf

National Cyber Security Policy 2013: The objective of this policy is to protect information and information
infrastructure in cyberspace, build capabilities to prevent and respond to cyber threats, reduce vulnerabilities and
minimize damage from cyber incidents through a combination of institutional structures, people, processes,
technology and cooperation. It is available at http://deity.gov.in/content/national-cyber-security-policy-2013-1
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